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This article analyzes medical records as an essential document at the interface between 

professional ethics, legislation, and the patient's right to privacy. The research discusses the 

impact of the General Data Protection Law (Law No. 13,709/2018) on the handling of sensitive 

information in the health sector, highlighting its relevance in data protection and strengthening 

doctor-patient confidentiality. The study addresses the dual role of medical records—as a 

clinical tool and as a legal means of defense for professionals—emphasizing their probative 

importance in legal and ethical-disciplinary proceedings. Based on an analysis of current 

legislation, such as the Code of Medical Ethics, the Federal Constitution of 1988, and the 

Resolutions of the Federal Council of Medicine, the study shows that medical confidentiality is 

an ethical and legal duty, which may only be breached in specific situations, such as by court 

order or to exercise the right of defense. The text also emphasizes the challenges posed by the 

digitization of medical records, which, although it facilitates access to information, increases 

the risks of data breaches and requires greater responsibility from professionals. It concludes 

that the balance between the protection of privacy and the right to a full defense must be 

achieved through careful consideration and strict observance of the ethical and legal standards 

applicable to the health sector. 

KEYWORDS:  Medical records, Professional confidentiality, General Data Protection Law, Ethics and justice, Technical 

defense. 

I. INTRODUCTION 

Undoubtedly, patient medical records received even stricter 

protection when the General Data Protection Law (Law 

13.709/2018) came into force. The same protection also came 

from the Consumer Protection Code (Law 8,078/1990) and the 

respective Codes of Ethics for professionals who work with 

and care for patients. 

It is worth emphasizing that this set of rules, which is not 

limited to the aforementioned citations, provides, for example, 

for the prohibition of photographing or scanning, in whole or 

in part, without prior written authorization from the patient or 

their legal representative, in situations provided for by law. 

Furthermore, the aforementioned document recording the 

actions of healthcare professionals in providing patient care is 

extremely important. In this sense, the importance of the 

seriousness of the records (Gomes, et al., 2020). 

The medical record, also known as the patient record, 

comprises a collection of organized, standardized, and clear 

documents, which are intended to record all information 

related to the medical and paramedical care provided to the 

patient. Notes in the clinical record or medical record must be 

made in such a way that they can be easily read, which 

includes the possibility of identifying the health professionals 

who participated in the care of the woman. In addition, the 

physician has the duty to sign and stamp, or alternatively, sign 

and provide a clear name and their registration number with 

the Regional Medical Council, which must be easily legible 

(Castro, 2024). 

http://www.rajournals.in/index.php/rajar
https://doi.org/10.47191/rajar/v11i10.15
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The use of this document is widely used in the defense of 

healthcare professionals when they are sued. It is important to 

note that it is legitimate and legal for the healthcare institution 

to provide a copy of the patient's medical records to the 

physician involved in the care, as it is in their interest to 

present their statement in their defense, as provided for in the 

constitutional text (contradictory and full defense). The 

provision of medical records must be limited to the provision 

of medical history, when there is adequate justification and for 

the sole purpose of defense in judicial or administrative 

proceedings, exempting the need for patient approval. This 

action does not violate medical confidentiality, according to 

articles 73, 74, and 89 of the Code of Medical Ethics, in 

addition to Federal Medical Council Resolution 1.605/00. It is 

extremely prudent to require a written request from the 

requesting physician, and the request must indicate the 

number of the judicial or administrative proceeding, with the 

receipt duly signed by the requesting professional, who 

undertakes to maintain confidentiality and use the information 

only for the specific purpose stated (Silva, 2025). 

In this regard, this article aims to analyze the importance of 

medical records from the perspective of personal data 

protection, highlighting the ethical and legal foundations that 

guarantee the confidentiality of patient information and the 

limits of its use in judicial and administrative situations. 

 

II. DEVELOPMENT 

Considering the elements and objectives described, with a 

focus on the legal and ethical protection of medical records, 

the application of the General Data Protection Law, and the 

legitimate use of this document in professional defense, three 

topics of discussion were formulated based on a didactic 

perspective, presenting critical reflection and 

interdisciplinary analysis. 

When addressing the topic of medical records in the context 

of health in Brazil, it is essential to consider Articles 6 and 

196 of the Federal Constitution of 1988, which establish 

health as an essential right of citizens and an obligation of the 

government. A topic that, until 1988, was essentially 

technical and political in nature, also took on a legal and 

constitutional character (Brazil, 1988). 

 

III. MEDICAL RECORDS AS LEGAL AND ETHICAL 

DOCUMENTS 

At this point in the debate, it is important to highlight the role 

of medical records not only as a clinical record-keeping tool, 

but also as a document of legal and ethical relevance. It is 

important to reflect on how the quality and accuracy of notes 

can influence both the continuity of patient care and 

professional defense in possible legal proceedings. 

In the daily routine of hospitals, whether public or private, it 

is common for administrators to encounter requests for 

medical records made by public authorities. Often, these 

entities, which do not have the proper authorization for such 

a request, pressure the institution to provide the medical 

records of a particular patient, claiming that this document is 

necessary for conducting legal proceedings, investigations 

(both civil and criminal), filing lawsuits, among other 

purposes (Castro, 2024). 

The medical record is a confidential document that 

documents the entire course of the patient's stay in the 

hospital. Its primary functions include facilitating the 

exchange of information between professionals, enabling 

research, supporting audits and accounting records, and 

ensuring continuity of patient care. This record includes 

procedures, case progress, and notes made during the patient's 

stay at the healthcare institution (Castro, 2024). 

To ensure its legal effectiveness, the medical record must 

comply with the requirements of authenticity, integrity, and 

legitimacy, as well as contain essential elements such as 

identification form, medical history form, progress and 

prescription, as well as specific reports such as surgical 

intervention forms (Rosa, 2024). 

In addition, this document is a key piece in legal practice as 

an instrument for reconstructing the patient's care history. 

Considering that medical records are documents that enjoy a 

presumption of veracity and have administrative, medical-

legal, and health value, erasures of any kind are not permitted. 

In addition, physicians are prohibited from failing to prepare 

legible medical records for each patient (Article 87 of 

Resolution 2.217/2018), and are also prohibited from 

releasing copies of medical records, except to comply with a 

court order or for their own defense, as well as when 

authorized in writing by the patient or when requested by the 

court. the medical records shall be forwarded to the 

requesting court. When the medical records are presented in 

their own defense, physicians must request that professional 

confidentiality be observed (Art. 89 of Resolution 

2.217/2018) (Federal Council of Medicine, 2018). 

When correctly completed, the medical record is the main 

documentary evidence in the physician's defense in judicial 

or administrative proceedings, demonstrating the technical 

and ethical conduct adopted (Prestes, et al., 2007). In cases of 

suspected medical error, detailed documentation is essential 

to clarify facts and protect the professional (Santeramo, et al., 

2021). 

Finally, given the importance of this medical document, it 

must be kept for a period of 20 (twenty) years after the last 

entry (Brazil, 2018). 

 

IV. THE APPLICATION OF THE GENERAL DATA 

PROTECTION LAW (LGPD) IN HEALTHCARE 

Brazil instituted Law No. 13,709/2018, known as the General 

Data Protection Law (LGPD), which regulates how personal 

data can be processed, both in physical and digital formats, 

by individuals or entities, whether public or private. 

According to the first article of the LGPD, its purpose is to 

preserve the essential rights to freedom and privacy, as well 

as to ensure the full development of a person's identity. Thus, 

its focus is to ensure the protection of data and information 
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that enable the identification of individuals. It is important to 

highlight the provisions of Article 5 of this law: "For the 

purposes of this Law, the following definitions apply: I - 

personal data: information related to an identified or 

identifiable natural person" (Brazil, 2018). 

In addition, the Superior Court of Justice has already ruled on 

the administration of databases, with strict compliance with 

requirements, emphasizing that "Database management 

requires strict compliance with the requirements contained in 

the respective governing rules - CDC and Law 12.414/2011 

– among which the duty to inform stands out, which includes 

the duty to communicate in writing to the consumer the 

opening of a file, record, and personal and consumption data, 

when not requested by them” (Superior Court of Justice, 

2019). 

The LGPD recognizes the presence of personal data classified 

as sensitive, including those related to ethnic or racial origin, 

religious beliefs, political positions, associations with unions 

or organizations of a religious, philosophical, or political 

nature, as well as information about health, sex life, genetic 

or biometric data, when associated with an individual. In this 

context, it should be noted that health-related information is 

considered sensitive, requiring appropriate treatment by the 

LGPD due to the relevance of this category of data. There is 

a regulation on the use of sensitive health-related data in item 

f, subsection II, of Article 11 of the LGPD, which allows 

processing without consent when it is essential for health 

protection, carried out by health professionals or institutions, 

or by health authorities (Botelho, Camargo, 2021). 

With the implementation of the LGPD, healthcare workers, 

medical offices, hospitals, and healthcare facilities, among 

others, who deal with the handling of sensitive personal 

health information need to take steps to align their operations 

with the rules established by the LGPD, or they run the risk 

of finding themselves in disagreement and being exposed to 

penalties stipulated by the legislation, ranging from financial 

fines to restrictions on the use of sensitive personal data 

(Botelho, Camargo, 2021). 

The LGPD emerged as a reaffirmation of privacy protection, 

which is an essential right of the patient. Similar to 

professional confidentiality, this law serves as an instrument 

created to safeguard a person's privacy. Both operate on the 

same logic: the use of personal information is intended to 

benefit its owner, i.e., the patient, and any sharing must occur 

only with their prior authorization, being permitted 

exceptionally in situations defined by law (Weston, et al., 

2023). 

The LGPD also requires extra care with regard to data 

handling, establishing principles of good faith and respect for 

citizens' rights. These concepts are already familiar and 

closely linked to the code of ethics. It is the responsibility of 

professionals to familiarize themselves with current 

legislation, ensuring the protection of the information 

belonging to users (Weston, et al., 2023). 

Not to mention that this legislation reinforces the patient's 

right to medical records, so that in its article 18 it lists the 

rights that data subjects have in relation to data processing, in 

addition to the very idea of consent, as a legal basis, as a form 

of exercising informational self-determination and freedom 

itself (SANCHES, 2023). 

The digitization of medical records brings benefits for 

information management and access, but increases 

challenges related to security, privacy, and confidentiality. 

The LGPD imposes strict liability on physicians for the 

protection of sensitive patient data, requiring rigorous 

technical measures to prevent leaks (D’Agostino, et al., 2020; 

De Souza Lamblet, 2020). 

The privacy of medical records is a patient's right and a 

physician's obligation, with limited exceptions. A well-

maintained record is the professional's main defense. 

Digitization increases the demand for information protection, 

making the physician's responsibility even more intense in 

relation to current legislation (D'Agostino, et al., 2020). 

 

V. BOUNDARIES BETWEEN MEDICAL 

CONFIDENTIALITY AND THE RIGHT TO A FULL 

DEFENSE 

Medical records can be legitimately shared without violating 

professional confidentiality, especially when the physician 

uses the document in their legal defense. Promoting debate 

about the balance between confidentiality of information and 

constitutional rights to adversarial proceedings and full 

defense is extremely relevant given the importance of 

professional confidentiality and the professional's right to 

their defense (full defense). 

Medical confidentiality is guaranteed by Brazilian law and 

codes of ethics, protecting patient information from 

unauthorized disclosure. The medical record belongs to the 

patient, but its custody is the responsibility of the physician 

and the institution, and it should only be accessed for 

professional purposes or with legal or judicial authorization 

(Santos, et al., 2020). Violation of confidentiality can result 

in criminal, civil, and administrative liability (Destro, 2020). 

Medical confidentiality is protected by ethical and legal 

standards, such as the Penal Code, the Code of Medical 

Ethics, and the Constitution, and is considered essential for 

trust in the doctor-patient relationship. However, the 

Brazilian Code of Medical Ethics provides for three situations 

in which confidentiality may be breached: legal duty (express 

requirement in law), just cause (relevant social interest), and 

written consent from the patient. Outside of these 

circumstances, confidentiality is mandatory. In criminal 

investigations, the attending physician is prohibited from 

disclosing information that could expose the patient to 

criminal prosecution, except in cases provided for by law or 

with the patient's authorization (De Aragão, 2020). 

Furthermore, when medical confidentiality conflicts with the 

right to defense, case law and doctrine indicate that 

confidentiality should only be breached by court order and 
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when strictly necessary to ensure fundamental rights, such as 

the life or defense of the accused. The legal right protected by 

confidentiality must be weighed against the public interest 

and the need for justice (Destro, 2020). 

When properly completed, medical records are considered 

the most important document to support the professional's 

defense in cases of legal or ethical questioning, as they may 

be the only evidence of the patient's condition and the 

procedures performed. It assists experts and judges in making 

judicial decisions and is essential for demonstrating the 

professional's seriousness and technical skill (Prestes, 2007), 

providing retrospective information, sometimes relating to 

events that occurred a long time ago. 

The judicialization of health, especially in lawsuits involving 

medications, highlights the importance of medical records as 

documentary evidence to justify prescriptions and medical 

conduct before the courts. However, the lack of 

communication between professionals and managers can 

increase litigation, reinforcing the need for detailed and 

transparent records (Da Silva; Pereira, 2020), in order to 

corroborate the elements of the defense, in the administrative 

or judicial sphere. Thus, the defense may be impaired due to 

a strict lack of technical elements, making it essential to have 

an expert—a professional technical expert trusted by the 

court, with specific training (Silva, 2025). 

In a study conducted by Bitencourt et al. (2007), the 

characteristics of negligence (67.3%), recklessness (23.3%), 

and malpractice (8.8%) were evident in the complaints 

received, and 20.1% did not present any of the three forms of 

fault presented. In addition, 90.6% of physicians reported that 

the medical record was used as evidence during the 

proceedings. 

Regarding the trial verdict, 76.1% (n = 121) of the physicians 

were found not guilty, of which 31.4% (n = 50) were 

acquitted due to lack of evidence, while 44% (n = 70) were 

acquitted due to proof of their innocence (Bitencourt, et al., 

2007). 

 

V. CONCLUSIONS 

The medical record is a crucial document that compiles the 

patient's entire health history and acts as one of the main 

defenses for healthcare professionals in legal and ethical-

disciplinary matters. Its administration must follow the 

principles of the LGPD and the standards of the Code of 

Medical Ethics, ensuring the protection of information and 

the safeguarding of the essential rights of both the patient and 

the professional. The proper way to fill it out and organize it 

is essential to ensure the legal security of the physician and 

the validation of their professional actions. 

In addition, medical confidentiality is a fundamental right, 

but it can be relativized in exceptional situations to ensure a 

full defense, always under strict judicial control. The balance 

between privacy and justice is achieved through careful 

consideration, respecting both the dignity of the patient and 

the procedural guarantees of the accused. 

The correct way to create, store, and use these documents 

demonstrates not only the excellence of the care provided, but 

also a dedication to the values of confidentiality, clarity, and 

professional responsibility. The study shows that strict 

compliance with the rules set forth in the General Data 

Protection Law (Law No. 13,709/2018), the Code of Medical 

Ethics, and the Federal Constitution of 1988 is essential to 

ensure a balance between the patient's right to privacy and the 

healthcare professional's right to a full defense. Furthermore, 

the digitization of medical records poses new ethical and 

security challenges, requiring institutional data governance 

policies and ongoing training of teams to prevent violations 

and ensure the legitimate use of information. Thus, respect 

for medical confidentiality must be understood as an 

expression of professional ethics, protection of human 

dignity, and the enforcement of justice, ensuring mutual trust 

between patient and professional, which are fundamental 

pillars of responsible and humanized healthcare practice. 
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